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Source Code Disclosure over HTTP

Anant Kochar

Abstract

Full source code disclosure is any website owner’s worst nightmare and any hacker’s
dream. This paper explores a widely prevalent coding flaw in web applications which

hackers can exploit to extract source code and configuration files over HTTP.

Introduction

Many websites offer files for download to their users through specialized dynamic
pages. If this download page is insecurely coded, an attacker can exploit it to

download the source code files and even the configuration files.

This insecurity is widely prevalent on websites on the internet as well as on the
intranets. Not much has been written on this technique but we feel that those
vulnerable to this attack cannot afford to ignore it: there are few things worse for a
website owner than a full source code disclosure of web pages or a compromise of

the configuration file.

A Likely Scenario

An administrator of a website made on PHP (www.vulnerable123.com) wants to offer

non-HTML files for download to the website users. Since he wants to keep a track of
things like which file is the most popular download, he does not offer users direct
URLs of these files. Instead, these files are offered for download through a dynamic
page on which some logic can be written to keep a track of file downloads. In this
application, this dynamic page is named ‘download_file.php’ and its URL s

http://www.vulnerable123.com/download file.php

In our vulnerable site, the downloadable documents are stored in the website root
directory. A user can download a file when a URL parameter ‘filename’, containing
the path of the file to be downloaded, is passed to the ‘download_file.php’ page.

For instance, a user who needs to download the ‘1.doc’ goes to the ‘Download Index’

page at http://www.vulnerable123.com/download index.html
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The user then clicks on the appropriate link (Click here to download 1.doc) which
submits the following URL to the server:

http://www.vulnerablel23.com/download file.php?filename=1.doc

This causes the download page to begin downloading of the desired document:
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Simply supplying the URL or direct path of the file may or may not download it,

based on the specific application implementation. In certain cases, the user will be
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able to download the file just by submitting the
http://www.vulnerable123.com/1.doc

following  URL:
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Can the source code file of the ‘download_file.php’ page also be accessed by direct

reference? That is, will the submission of the following URL download the

‘download_file.php’ PHP code file: http://www.vulnerable123.com/download file.php
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No. The PHP engine will not render this file because it is not permitted to do so due
to the built-in security features. It will only give the HTML portion of the PHP pages
and not the source behind them. (The engine will also render HTML pages and other

common non-HTML file types like .zip and .doc.)

The Exploit

Does the PHP engine also keep a tab on what type of file is being rendered through
the download page? In other words, is there any in-built security feature which stops

the user from accessing sensitive files through a dynamic page? Apparently not!

It was observed that though the ‘download_file.php’ file containing the source is not
directly accessible, it can be accessed through a PHP page designed to let users
download files from the server. Yes! The ‘download_file.php’ file can be accessed via
the ‘download_file.php’ page! In fact, an attacker can use the ‘download_file.php’
page to download any file from the web root folder. The attacker simply has to
provide the path of the file to the ‘filename’ parameter in the URL:

http://www.vulnerable123.com/download file.php?filename=download file.php

Lo and behold- the PHP source code file of the ‘download_file.php’ page is presented

for download.
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All that the attacker has to do is click on *Open’ and voila:

& download_file[1] - Notepad
File Edit Format Wiew Help

<?php

oh_start(l;
$filename=%_GeT['Tilename'];
if¢ $Filename == "" 3

echo "<htmlz<hody>nNo File To Download</body></html=";
exit;

$ctype="application/octet-stream”;
header ("Pragma: public");

header ("Expires: 0");

header ("Content-Type: $ctype”];

header ("Content-disposition: attachment; filename=§filename");
header {"Content-Length:". filesize("$F1Tename"17;
readfile"$filenama");

T

The attacker can also access other interesting source code files, like that of the login
page. For this website, the name of the login page is ‘user_login.php’. The attacker

repeats the above process by submitting the following link to the server:

http://www.vulnerablel123.com/download file.php?filename=user login.php
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The attacker clicks on ‘Open’ to view the source code of the login page:

B user_login[1] - Molepad

IFCS_POST["submit’] == "Recover™)
hhi‘le(‘list[!ke;r. fvalue) = eachf{§HTTP_POST_VARS))
$ikey=3value;
5 if (chkemp{Suserdid) == 2 || chkbadchar(fuserid) == 2 || chksplcharald(fuserid) ==
2
A §t1 2;
3t ag = 2;

zscript language="'Javascript™s>
a1e§1(51nua‘lid Userio™):
</ scripr>
3 <7php

if (chkemp(fhint_ans) == 2 || chkbadchar($hint_ans) == 2 ||
chksplcharald(fhint_ans) == 23

§Flag = 2;
P
<script language="Javascript™s b

The path of a very interesting file has been revealed through the above source code.
The attacker enters the path encircled above as the new value of the ‘filename’

parameter:

http://www.vulnerable123.com/download file.php?filename=include/dbconnect.php
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Again, the attacker clicks on ‘Open’ to view the source code of this PHP file:

P include_dbeonnect[1] - Motepad

"196.168.1.1, ";

db_user = "wvulnerablelli™;
§db_pass = “rtvaesfrd45t”;
= = "wulnerabiel23”;

db_connect (3

—TIQST S
global Sdb_user;
global fdb_pass;
global fdb_name;

fconnection = mysql_connect ($db_host, $db_user, $db_pass) or die ("could mot conmect

to db"};
if (t{mysgl_select_db{$db_name, $connection))]
y scho "Could mot connect to the database";
return Sconnection;

5

As can be deciphered from the text encircled in the above screenshot, the source
code of this file reveals all the information an attacker will need to take over the

database of this website.

The Impact

Disclosure of source code and configuration files can be devastating for a web
application. They usually contain database connection information like IP address,
port number and valid credentials. In certain cases, application test users’ login

names and passwords may also be stored in these files.

What makes this attack even more dangerous is that it will go completely unnoticed
because it only exploits a functionality of the page! It will leave no unusual trail like

an error log.

For intranet applications, disclosure of the database connection information can be
even more devastating since, in most cases, the databases are directly accessible on
the intranet. Users can then directly connect to the database using a client and gain

complete control over it.
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An administrator, on discovering the changes on his database, will check the logs. He
is not likely to see the attack since all the malicious database transactions were
performed using legitimate credentials. The administrator will instead position his
resources on hardening the network and database as attacks of this nature usually
occur via that route. As can be deduced, no amount of hardening can prevent this

attack from recurring.

Recommended Resolutions

The following are the recommended solutions for thwarting this attack:

e Validate the folder from where the file to be downloaded is being requested
(maintain a white list of directory names from where files are allowed to be
downloaded and validate the requests based on this)

e Validate the file types that are requested by users.

e Index files to be downloaded and pass only their index numbers as the URL

parameter values.
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